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International Waters: LEARN is an innovative inter-institutional partnership to build a Web-based 'knowledge community' among transboundary waters projects. Its purpose is to expand knowledge-sharing so that people who live in and manage transboundary water systems can better learn from and teach each other.” See http://www.iwlearn.org for details.
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Introduction

Providing a secure web site can be a daunting task.  It requires using the best operating system, database and web software and even communications linkages you can afford and implement which is equally important to making sure that all the components of your system are kept up to date with the latest security patches and bug fixes.

Server Operating Systems

UNIX

Typically, any Unix variety has a more robust security system in place with the default installation and an enormous user base which helps to detect security exploits and develop ways to reinforce the security system for all users.  Most of these OSs come with built-in firewalls and other high-tech security features at no additional charge and with a modicum of effort, any Unix system can be made very secure from unwanted intrusion.  

MICROSOFT

Microsoft has a much poorer record in network security performance, even with the use of firewall protection systems. While Microsoft has a highly developed ‘Security Model’, security exploits are numerous and Microsoft servers are often attacked.
Databases

It is important to ensure that your database is secure. Oracle and Microsoft SQL server have gotten high marks for security, but that security comes with a hefty price tag.  The most important task you can perform to ensure your database is as secure as possible is to continually apply new security patches and updates to the server software whenever they are released. An open-source (free) alternative that is almost as powerful, flexible and secure as Oracle is PostgreSQL, which also allows the ability to utilize spatial data in conjunction with an Internet Map Server application such as ESRI ArcIMS or MapServer.

Virtual Private Networks, Secure Socket Layers and Intrusion Detection Systems

A Virtual Private Network (VPN) allows encryption to take place on a low level of the Internet communication process. Thus, they allow the use of insecure services be transmitted over them with security in place.  It can be implemented using various commercial and open-source software or hardware solutions.

A higher level encryption can take place using WWW servers, Secure Socket Layers (SSL) and typical WWW access control mechanisms found on Apache. This may be sufficient if all communication takes place using WWW protocols (HTTP). Implementation of SSL is relatively simple but requires a yearly security certificate to make the system function.  Certificates cost approximately $399 USD for the first 2 years and $299 for an additional 2 years.

In addition, you can implement Intrusion Detection Systems (IDS) in conjunction with SSL, available as both open-source and commercial software packages, which allow you to analyze system and network activity for unauthorized entry and/or malicious activity — to catch perpetrators in the act before they do real damage to your resources. IDS's protect a system from attack, misuse, and compromise. They can also monitor network activity, audit network and system configurations for vulnerabilities, analyze data integrity, and more.

Web Servers

The level of security in a Web site can vary from the most basic, password-protected directories, to the secure encrypted communications using SSL.  While most data involved in GEF projects isn’t of a really sensitive nature, prone to potential espionage or hacking, it is important to provide a minimum level of security to ensure your stakeholders feel safe when allowing your web site to be a repository for their national data.  

Protecting Against Viruses

The majority of viruses are written to attack Microsoft (and particularly Microsoft Outlook) products.  Unix, Linux and Macintosh systems are largely unaffected by viruses.  It is prudent to provide virus protection software on Unix-based systems, especially if you are running your own mail server, though this would mainly benefit the Windows clients interacting with these applications on the Unix machine.  If you are running a Windows 2000 server, for whatever purposes, it is essential that you have virus protection installed and that you update the virus definitions approximately every 4-7 days.  If you run a Windows server, you are being actively targeted by hackers, so you must secure your systems from intrusion and viruses accordingly. Buy Norton Utilities and check for live updates every week.
Developing Redundancies

It is imperative that you keep backups of all databases. Even the best security plan will not foresee all possible incidents. Make sure to keep one complete copy off-site at all times in case of data corruption or system failure.

Recommendations for GEF Projects

Based on what the GEF project is currently using or familiar with, go with what you know.  If the Project is starting from the beginning, we recommend a solution similar to that outlined in the figure below involving an open-source solution (Apache, PHP, PostgreSQL).

Other Notes

See Figure below and Documents  “Security_Linux.doc” and “Technical Overview: Building a Dynamic Web Server System” for a more in depth overview of how to design a dynamic secure web server.
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Appendix I.  Secure Web Networking with Linux (VPN vs. SSL)

Using Linux VPN vs.  using Linux with Apache/SSL to  achieve confidentiality and integrity for your network.

A. Using a Linux VPN

Individual servers are setup with the Linux distribution Red Hat Linux 8.0 (preferably) and the FreeSwan VPN software. These systems can also work in a mixed environment as well in case in the future there is a need to buy Cisco Routers w/ VPN support in order to offload the traffic, once the network is fully operational.

1. Firewall Protection

Linux (Red Hat Linux) comes with firewall support.

2. Intrusion Detection

Red Hat Linux 8.0 by default sends daily emails to the root of the system with all those spurious entries in the log files. I would not recommend a network packet-based intrusion detection system as it would be ineffective.

3. Secure (Encrypted) Transaction Support

Using Linux and FreeSwan as described above.

4. Network Monitoring Software

See Network Monitoring Software section below for tools.

B. Using SSL on Linux to encrypt connections

1. Firewall Protection

Linux (Red Hat Linux) comes with firewall support.

2. Intrusion Detection

Red Hat Linux 8.0 by default sends daily emails to the root of the system with all those spurious entries in the log files. I would not recommend a network packet-based intrusion detection system as it would be ineffective. Care should be taken to disable all non-SSL or non-encrypted connections.

3. Secure (Encrypted) Transaction Support

SSL must be used for accessing private content. Public content may be accessed with or without encryption. Depending on the projected traffic, one can decide if the server will be able to handle the traffic. Typically this is measured by the concurrent connections. In a normal setting, the encryption processing is carried out by the CPU of the server. There are additional helping solutions so one can install an "SSL accelerator" (specialized PCI card) to help the CPU in the processing. 

4. Network Monitoring Software

Either the open-source or commercial applications can be used .  See the Network Monitoring Software section below for tools.

C. Details on using virtual private networks with Linux

Linux can too be used as a VPN. A Virtual Private Network (VPN) is a set of standards that allow the interoperability between VPNs from different vendors. For Linux, VPN support is available from the FreeSwan project, (http://www.freeswan.org/ )

Linux VPN can inter-operate with Cisco VPNs (for example Cisco 172x) and many others (http://www.vpnlabs.com/linux-vpn.php )

If one installs Red Hat Linux (for example the latest version, Red Hat Linux 8.0), there are FreeSwan VPN RPM packages for the smooth installation of FreeSwan (http://www.freeswan.org/download.html ) The installation instructions are quite straightforward (http://www.freeswan.org/freeswan_trees/freeswan-1.99/doc/index.html 

VPNs allow encryption to take place in a low level of the Internet communication. Thus, they allow the use of insecure services be transmitted over them with security in place. 

A higher level encryption can take place using WWW servers, SSL and typical WWW access control mechanisms found on Apache. This can be the case if all communication takes place using WWW protocols (HTTP).

How to configure a Linux-based firewall to masquerade as a VPN

(http://www.redhat.com/mirrors/LDP/HOWTO/VPN-Masquerade-HOWTO.html )

How to set up a virtual private network (VPN) using Cipe on a Linux-based firewall.

(http://www.redhat.com/mirrors/LDP/HOWTO/mini/Cipe+Masq.html )

Appendix II. Intrustion Detection Systems (IDS)

IDS is an active process or device that analyzes system and network activity for unauthorized entry and/or malicious activity — to catch perpetrators in the act before they do real damage to your resources. IDS's protect a system from attack, misuse, and compromise. It can also monitor network activity, audit network and and system configuration for vulnerabilities, analyze data integrity, and more.

Host-based IDS - analyzes several areas to determine misuse or intrusion. It consults several types of log files (kernel, system, server, network, firewall), and compares the logs against an internal database of common signatures for known attacks.The IDS will filter logs, analyze them, re-tag the anomalous packets with its own system of warning and severity rating and collect them in its own specialized log for administrator analysis.

TripWire (included in RedHat distro)

SWATCH - http://www.oit.ucsb.edu/~eta/swatch/
LIDS -  http://www.lids.org/
Network-based IDS - scans network packets at the router or host-level, auditing packet information and logging any suspicious packets into a special log file with extended information. Based on these suspicious packets, a network-based IDS can scan its own database of known network attack signatures and assign a severity level for each packet. If severity levels are high enough, a warning email or pager call is placed to security team members so they can further investigate the nature of the anomaly (e.g., IP Spoofing, DoS Attacks, ARP Cache Poisoning, DNS name corruption, etc.)

SNORT - http://www.snort.org Snort is an IDS designed to be comprehensive and accurate in successfully logging malicious network activity and notifying administrators when potential breaches occur. The most prized feature of Snort is not in its functionality, but in its flexible attack signature subsystem. Snort has a constantly updated database of attacks that can be added to and updated via the Internet.  This community ethic of sharing has propelled Snort into one of the most up-to-date and robust network-based IDS’s available. This software is so popular it has been ported to all major Unix variants.

Basically, there are two types of intrusion detection, 

  1. examining the network packets for intrusions

  2. examining the log files for suspicious behavior.

In (1), the intrusion detection system is not able to examine the packets because our requirement is to use encryption. Somehow the intrusion detection system will need to decrypt all the connections in order to see the contents to communicate. Typically for VPN scenarios, it is not common to add network intrusion detection systems. An attacker would need to be member of the VPN before launching an attack in the first place. To become a member, s/he will need to brute force a valid username/password. This attempt will appear in the logs which leads us to (2), where the logs are checked for possible intrusions.

Appendix III. Network Traffic Monitoring

What's Up (http://www.ipswitch.com/Products/WhatsUp/index.html) is network monitoring software that has some of the capabilities found in those very expensive network management applications for Solaris and HP Unix. Still, compared to the open-source counterparts, it may be still expensive. At the moment, among the most popular network monitoring open-source software are:

BigBrother (http://bb4.com/ ). From the WWW site, ``Big Brother monitors System and Network-delivered services for availability. Your current network status is displayed on a color-coded web page in near-real time. When problems are detected, you're immediately notified by e mail, pager, or text messaging.''. It comes in two version, the free version and the professional version. The professional version is a packaged version for easy installation and less hassles. If you can find someone to install the free version, you may be able to go for cheaper. To have a look at the functionality of BigBrother, have a look at http://www.bb4.com/bb/
OpenNMS (http://www.opennms.org/ ) is a network management solution. Supports a demo installation (requires Linux for the demo) at http://www.opennms.org/users/downloads/
Argus (http://argus.tcp4me.com/ ) "Argus is a system and network monitoring application. It will monitor nearly anything you ask it to monitor (TCP + UDP applications, IP connectivity, SNMP OIDS, etc). It presents a nice clean, easy to view web interface that will keep both the managers happy ("Red Bad. Green Good.") and the techs happy ("Ah! that's what the problem is"). It can send alerts numerous ways (such as via pager) and can automatically escalate if the techs fall asleep." Demo is provided at http://argus.tcp4me.com/demo.html
Other Packages:

Linux:

IPTraf- http://cebu.mozcom.com/riker/iptraf/
MRTG - http://people.ee.ethz.ch/~oetiker/webtools/mrtg/
Ethereal - http://www.ethereal.com/
Network Probe - http://www.objectplanet.com/Probe/
N-View - http://www.n-view.de/index_en.html ($50)

Windows:

Network Probe - http://www.objectplanet.com/Probe/
N-View - http://www.n-view.de/index_en.html ($50)

What's Up Gold - http://www.ipswitch.com/Products/WhatsUp/index.html ($795)

Mac OS X:

InterMapper - http://www.intermapper.com - a truly good GUI tool for entire networks ($295)

Network Probe - http://www.objectplanet.com/Probe/
N-View - http://www.n-view.de/index_en.html ($50)

