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Introduction:

IW:LEARN has been involved in the development and implementation of Web-based technologies for International Waters projects since 1997.  IW:LEARN specializes in providing Web-based solutions that that are functional, easy to use, low-cost and sustainable.  Long-term sustainability is of major importance to most GEF IW projects because of their typical 5 year mandate.  If a system is put into place, it is imperative that projects’ insure their stakeholders will be able to fiscally and physically maintain the systems into the future without continued financial and technical support from GEF and other donors. This report is written for those in the GEF project community with both limited IT budgets and limited staff time dedicated solely to IT.

In this technical document, we outline the basic components of a Web Server, criteria for determining which components you need and comparative matrices of competing technologies and brands.  IW:LEARN currently uses a virtually no-cost open-source Web server solution, but in this document we have tried to provide a broad overview of the issues, possibilities and a thorough comparison of all the major competing vendors and technologies for the sake of impartiality and thoroughness. 

There are five basic components of a Web server system (Fig. 1).  The first component is the actual server machine - the computer into which all the other software components will be installed.  The remaining components are all software based; the operating system, the Web server software, the scripting language and database server software. Generally, it is a good idea to evaluate all the components and then choose a hardware platform that suits your needs based on the criteria you have determined. The Operating System is the overall software ‘shell’ which runs all other programs and communicates between the software and hardware components.  The Web server software receives, processes and responds to requests from Web browsers; it delivers content to Internet users.  The database server contains the database tables and communciates with the Web server.  The scripting language is the conduit by which the Web server and the database server can communicate together.
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Fig. 1. The basic components of a dynamic Web server system

Choosing an Operating System:

There are 2 basic varieties of Operating Systems (OS) available that are suitable for running low- to medium-sized Web servers:

1. Microsoft

2000 Advanced Server

2. UNIX (any number of variants)

Sun Solaris which runs on SUN UltraSPARC and Intel x86 processors

Linux (Debian, RedHat, Mandrake and SUSE) which runs on Intel and PPC processors

Mac OS X (aka Darwin BSD Unix) which runs on Apple G3/G4 PPC processors

The following criteria are recommended for selection of a web server OS:

· Staff familiarity with the OS

· Costs (front-end and operational)

· Security

· Ease of installation, configuration and maintenance

· Virus protection

Familiarity:  The weight of this factor in your decision is based on your programming and systems administrative staff's’ expertise in installation, configuration, and maintenance of the Operating System you choose.  While this may seem the most important criterion due to the current training levels of your staff, it may not be the most important factor in the overall long-term costs of running a dynamic Web site.

Cost: Costs can be broken down into the costs of OS-specific equipment needed, software purchasing and annual server licensing fees (Table 1). 

Security:

Typically, any Unix variety has a more robust security system in place with the default installation and an enormous user base which helps to detect security exploits and develop ways to reinforce the security system for all users.  Most of these OSs come with built-in firewalls and other high-tech security features at no additional charge and with a modicum of effort, any Unix system can be made very secure from unwanted intrusion.  Microsoft has a much poorer record in network security performance, even with the use of firewall protection systems. While Microsoft has a highly developed ‘Security Model’, security exploits are numerous and Microsoft servers are often attacked.

All of the Operating Systems listed in Table 1 have some sort of semi-automated update procedure (usually termed a ‘package management system’) for updating the security flaws discovered in some process or service of the Operating System. Additionally, when using robust techniques during the set-up of processes, services etc, all operating systems listed in Table 1 can be secured properly, barring technical flaws in the operating system itself. Knowledge of how to secure a system from attacks or exploits and vigilance in monitoring Internet traffic can go a long way to providing a secure Web server system for your organization.

Table 1. Comparative cost matrix of operating systems

	Operating System
	Processor
	Initial Cost
	Client License 
	URL

	Windows 2000   

  Advanced Server
	Intel or Athalon x86 or Xeon
	$4000
	$2000/yr

unlimited
	http://www.microsoft.com/windows2000/advancedserver/


	Debian 3 Linux
	Intel or Athalon x86
	Free
	None
	http://www.debian.org/


	Mandrake 9 Pro Linux
	Intel or Athalon x86
	$199
	None
	http://www.linux-mandrake.com/en/9.0/presentation/index.php3



	RedHat 8 Pro Linux
	Intel or Athalon x86 
	$150
	None
	http://www.redhat.com/software/linux/professional/


	Sun Solaris 9
	UltraSPARC or Intel x86 
	Free
	None
	http://wwws.sun.com/software/solaris/index.html


	SUSE 8.1 Pro Linux
	Intel or Athalon x86 
	$80
	None
	http://www.suse.com/us/private/products/suse_linux/i386/index.html

	Mac OS X 10.2 Server
	G3/G4 PPC
	$999 (free)
	Unlimited
	http://www.apple.com/server/; free with the purchase of an Xserve machine




“Though Windows servers have significant feature lists of security related functions, default Windows installations are typically abysmal with regards to security issues. As a practical matter, many Windows servers' security is never significantly improved from the default installation, leaving large numbers of Windows systems as easy prey for potential intruders. Serious new bugs continue to be found, even in Windows code several years old. All servers should be, but Windows servers must be protected with exterior firewall and intrusion detection systems. Even with exterior protections, new bugs continue to be found that allow remote system level compromises in core Microsoft code, where firewalls cannot protect the system. When as many as 400,000 systems are compromised in a few days by code that can provide remote administrative access, Windows systems need to be regarded as relatively high risk when running from the default installation. “

· GeodSoft, LLC
(http://geodsoft.com/opinion/server_comp/security/summary.htm)
Ease of Installation, Configuration and Maintenance:

All server-level Operating Systems, including all variants of Unix, require specific technical expertise to administer and maintain.  The more knowledgeable the system administrator is with the particular operating system, the smoother and more efficient the task of administration will be.  Every operating system requires routine maintenance to guarantee network uptime, although some require more time than others (Table 2).

Table 2. Comparative matrix for ease of installation, configuration and maintenance of 

               each OS. (Scale: 1= easy; 4 = difficult)

	Operating System
	Installation
	Configuration
	Maintenance
	Ease of Use

	Windows 2000 Adv. Server
	1
	1
	2
	1

	Debian 3 Linux
	2
	3
	21
	2

	Mandrake 9 Pro Linux
	1
	3
	21
	2

	RedHat 8 Pro Linux
	1
	3
	21
	2

	Sun Solaris 9
	2
	3
	21
	2

	SUSE 8.1 Pro Linux
	1
	3
	21
	2

	Mac OS X 10.2

   (client server)
	1
	1
	1
	1

	Mac OS X 10.2 Server
	2
	1
	1
	1


 1 – using the Ximian Red Carpet package manager

Virus Protection:

The majority of viruses are written to attack Microsoft (and particularly Microsoft Outlook) products.  Unix, Linux and Macintosh systems are largely unaffected by viruses.  It is prudent to provide virus protection software on Unix-based systems, especially if you are running your own mail server, though this would mainly benefit the Windows clients interacting with these applications on the Unix machine.  If you are running a Windows 2000 server, for whatever purposes, it is essential that you have virus protection installed and that you update the virus definitions approximately every 4-7 days.  If you run a Windows server, you are being actively targeted by hackers, so you must secure your systems from intrusion and viruses accordingly.

Choosing a Hardware Platform:

Selecting a hardware platform (your physical server machine) is largely based on what operating system and software applications you are going to run on it. The speed of the overall web server system, however, is dictated by the speed of several elements cooperating in consortium.

1. Your Web Server Configuration 

+ 

2. Your Internet Connection 

+ 

3. General Internet traffic load 

+ 

4. Client Internet Connection 

+

5. Client Computer Configuration

Typically, the best way to insure the fastest delivery speeds from your web server (variables #1 and #2 above) is to ensure that you have the following (based on affordability and availability)

· Fastest web server machine

· Fastest Internet Connection

· Highly optimized software systems

A typical low-end web server machine configuration would be:

Processor:  The larger the better (at least 1Ghz), ideally, dual processors work best

System Bus:  At least 133Mhz

RAM: at least 521Kb, ideally 1-2Gb 

Hard disk*: at least two SCSI hard drives, at least 17Gb each

Power Supplies*: 1, ideally 2

* - hot-swappable format provides increased reliability by enabling quick change of disabled or failed components to help keep your server up and running
If you going to host your own machine in your office, you would typically select a desktop (tower) server machine.  If you plan to co-hosting your own server at an Internet Service Provider (ISP), you might consider a rack-mount (1U form) server that will easily fit into your ISP’s physical location with a minimal desktop footprint.

An important caveat:  If you choose to run Windows 2000 Advanced Server or Mac OS X Server, you will likely need a higher performance (~higher cost)  machine than if running a standard Unix-based system, even on the same Intel platform.  This is due to the amount of system resources that these two Operating Systems consume to run their Graphical User Interfaces (GUIs).

Choosing a Web Server Software Application:

In order to host web sites, the physical server machine must run a Web server software application.  Such applications must utilize the HTTP transfer protocol.  A Web server should be extensible (having the ability to add on new features/functionality easily), robust (minimum downtime) and relatively easy to configure (Table 3.). Once the software is running, it should not need but occasional maintenance or tuning.  It should run 24 hrs a day, 7 days a week for many, many months before having to be restarted.

Table 3. Comparative matrix of Web server software applications.  Configuration Scale (1=easy; 4 = difficult). Robustness/Downtime scale (1=excellent; 4 = poor)

	Server
	OS
	Cost
	Configuration
	Robustness/Downtime
	% use on WWW1

	Apache
	Unix2, Win 2000
	Free
	2-3
	1
	66.04%

	Microsoft IIS
	Win 2000
	Free
	1-2
	2
	24.18%3

	Zeus
	Unix, Win 2000
	$1700
	1
	1
	1.57%

	Sun ONE Web4
	Unix, Win 2000
	$1495
	2-3
	1
	1.34%


1 – Sept 2002 Netcraft Web Server Survey of Active Web Sites [http://www.netcraft.com/survey/]

2 - Unix represents Solaris, all variants of Linux and BSD Unix (including Mac OS X)

3 - BizNix.org found Microsoft IIS the leading server for Fortune 500 companies

4 – Sun’s ONE Web was originally Netscape iPlanet server software

Since Apache and IIS share the majority of Web server market among active sites, we will compare the pros and cons of each web server (paraphrased from various web sites ).

Microsoft IIS pros and cons

PROS 

· Getting started is straightforward as little or no configuration and tuning are required 

· Active Server Pages are easy to use 

· integrated ODBC support 

· integrated FrontPage support 

· GUI and command-line administration interfaces 

· large user base 

· development tools are easily available

· good security model

CONS 

· Recovery from a system crash may be complicated requiring a complete system rebuild and restore from backups 

· most additional functionality requires additional software purchase (e.g. FrontPage) 

· a poorly written COM object or looping script can kill the Web server 

· Lots of security exploits are found and have to be patched

Apache pros and cons

PROS 

· open-source 

· actively being developed

· large user base 

· worldwide developer and user communities willingly offer support 

· flexible and powerful URL rewriting 

· integrated Perl and PHP engines provide direct access to the API 

· free ODBC interface available 

· rich feature set 

· extensible (can link new modules into the core server) 

CONS 

· getting started may require initial configuration and tuning 

· integrated Perl engine significantly increases memory use 

· security model is not as comprehensive as IIS but exploits are less common

The decision to use or not use a product should depend upon facts, not opinions. Apache is  better in many ways than IIS, and IIS is better in many ways than Apache. Which is better? This depends upon what you are using the software for, the goals of your organization, associated costs, staff experience, your choice of operating system, etc.

Choosing a Scripting Language:

Web development tools and technology have grown dramatically since the first simple websites were built in the mid-1990s, with text-editors and HTML. The earlier trend favouring brochure-like glossy websites has been abandoned in preference for dynamic content, the new industry standard by which sites are judged.

Dynamically-generated websites all have a database in the background and use some form of content generation to produce the HTML pages. There are numerous ways of doing this, including proprietary solutions as well as general-purpose programming and scripting tools.

Most server-side scripting languages require that you add code to your Web page to break out of HTML mode, connect to the database, request the desired records from the database, and process the results received from the database to display it as part of the Web page.  These scripting languages form the transactional background which allows the web server and database server to converse.  Most of these scripting languages are similar to C, C++, Perl or Java but are a bit more difficult to learn quickly than say HTML or JavaScript.

The questions to ask yourself when choosing a scripting language are the following. 

· What are their skills and computing resources of the person(s) who will be maintaining the site? Where will the site be hosted? 

· What scripting tools are supported by the web host? 

· What database server will be used? 

· What drivers (the software which connects your web site to the database) are available?, and 

· For what OS platforms (as the drivers have to be available for both the server and development machines)?

There are 4 commonly used scripting languages in the generation of dynamic Web sites (Table 4). [paraphrased from http://www.webmasterbase.com/printTemplate.php?aid=546]

[Editor’s note: We have chosen not to discuss the use of PERL here because of its limited advantages in comparison to the others tools available.]

Hypertext PreProcessor (PHP) – 

PHP is free, cross-platform, Open Source software. It integrates with all major Web servers on all major operating systems. This is a great advantage for developers on a budget, because they can set up a complete Linux-based Web server with PHP support at no cost. PHP has become a popular alternative to Microsoft's ASP. In addition to the obvious advantage of being free of cost, the attraction of PHP to programmers can be attributed to its simple syntax (which is similar to languages such as C), straightforward installation, and its wide-ranging library of built-in functions, which makes it a highly capable language. In the unusual circumstance that a particular application requires the addition of non-standard functionality that is not already offered by the ample library of built-in functions, creating new functions requires a knowledge of C/C++.  

As with most free software, there is no formal support from the language authors; however,. PHP has an extremely active user community that has proven to be very helpful.  Moreover, the current versions of PHP are quite stable and reliable making the issue of official support less critical.  The user community also typically shares new code they develop which provide new features you might want to add to your web site.

Advantages:

· Fairly easy to learn, especially for developers with C/C++, Java, or Perl experience.

· Large, active and highly supportive user community Comprehensive built-in functionality.

· Free of cost

· Cross-platform

· There are an enormous number of functions, classes and other scripts free on the internet that can enable that additional web site functionality you seek.

Drawbacks:

· This language was designed to be used by programmers, which unfortunately makes it a little less friendly to Web developers who sole programming experience is with HTML.

Target Developer:

Web developers on a tight budget who are not adverse to some procedural or object-oriented style programming (e.g. JavaScript). PHP affords great functionality and power with a relatively simple code structure.  High-end applications may require that you find add-ons or commercial alternatives to handle highly complex functions.

Microsoft Active Server Pages (ASP) - 

ASP is not actually a language, per se. Rather, ASP is a framework that lets you combine one of a number of scripting languages (VBScript and JavaScript being the most popular choices) with an expandable set of software components. ASP can combine simple scripting languages with the more powerful software components used by C/C++ developers.

Unfortunately, ASP does not include many additional components.  This means that it works very well for applications that have straightforward requirements such as database connectivity, a search engine, email handling services, basic form processing and session tracking. To obtain any more esoteric functionality will require that you install additional software components on your server, which are likely to be commercial solutions with a cost.

Advantages:

· Fairly easy to learn, though programming is required.

· Built into Windows 2000 Server so no installation required if that’s your operating system

· Professional support is available.

Disadvantages:

· It's not free (unless you're already using a Windows server)

· Specialized functionality may require you to purchase commercial components, or develop them yourself in C/C++ or Visual Basic.

· C/C++, Java, Perl, and PHP developers would find the VBScript syntax strange and unfamiliar.
Target Developer:

Any programmer familiar with VBScript or Visual Basic, or with developing COM objects in Windows will find this Web development platform very easy to use. Even non-programmers find it relatively friendly but someone who is really averse to programming would probably prefer Cold Fusion.  If you're comfortable committing to Windows for your Web server platform and can afford the long-term costs involved with that decision then ASP is suitable for your needs.

Java & Java Server Pages (JSP) – 

Java is not merely a scripting language like Perl, ASP and PHP; instead it is a Java is a full-fledged programming language.  For this reason, Java is a leading platform for server-side Web development with all the power and functionality required to write large applications. With Java, the developer can write Servlets (Java programs), Java Server Pages (JSPs) that combine HTML with custom tags and Java code and Enterprise JavaBeans (EJBs), complex software components with high functionality to facilitate distributed applications.

As might be expected of such a powerful software technology, Java is not that easy to learn.  It would take a programmer approximately 2 months to develop a working knowledge of Java if they had the necessary support materials.  By the end of 3 months, a programmer could handle basic server-side programming with Java. This relatively long learning curve may seem daunting to someone who just wants to develop a small application quickly but for the career programmer, learning Java is a worthwhile investment.

Java has implemented Write One, Run Anywhere (WORA) policy, which makes Java code highly portable across the foremost Web servers and operating system platforms. For example, Java Web applications can be compiled into a standard Web Application Archive (.WAR), which enables the distribution of commercial Web applications to Java Web servers across platforms. 

Plug-ins that enable Web servers like Apache and IIS to run Java Web applications are available from a variety of vendors.  These can be obtained free of cost for personal use and development, but most of them must be paid for before they can be used to serve a commercial Website.

Advantages:

· Extremely powerful and scalable.

· Cross-platform.

· Most Java server plugging are free for personal and development purposes.

Drawbacks:

· Java takes a lot of work to learn. Don't even start if you're not serious about learning object oriented programming.

· Most Java server plug-ins must be paid for if they are to be used to host a commercial Web site.

Target Developer:

Serious developers who want the ultimate in power, flexibility and scalability for their Web applications, and don't mind paying for it in sweat, tears and development time.

Macromedia ColdFusion (CFM) –

ColdFusion is a tag-based scripting language similar to HTML. The latest version of Cold Fusion features a built-in library of over 300 tags and the ability to add custom tags with more traditional programming languages like C/C++ and Java.  Cold Fusion 5.0 includes tags that automatically generate graphs from database data, seamlessly provide search facilities on your Website, and generate HTML forms with full JavaScript validation code.

Like ASP, Cold Fusion is a commercial server platform, which means it will cost you money to run it whether you set up your own server or rent space on a Web hosting provider. Unlike ASP, however, Cold Fusion is not tied to the Windows platform. 

Advantages:

· Extremely easy to learn

· Powerful and very scalable (latest version has support for both software- and hardware-based server clustering).

· Professional Support from Macromedia.

· Cross platform.

Drawbacks:

· Expensive to set up your own server: Cold Fusion Server Professional 5.0 costs $1,295

· Programmers may not like the tag-based development methods.

· it really isn't programming, and what started out as simple, very quickly gets incredibly messy. So, tag-based languages make getting started with web-scripting pretty easy, but they make complicated procedures/processes hard to support

Target Developer:

ColdFusion will be easy to use for Web designers who are familiar with HTML and who wish to obtain server-side skills without having to learn a programming language. Learning Cold Fusion is just like learning some new tags. Non-designers will appreciate the neatness of server-side programming with tags. 

Table 4. Comparative matrix of scripting languages. Complexity Scale: (1 = relatively easy; 4 = difficult)

	Scripting

Language
	Cost
	Language
	Web Servers
	Db Drivers
	Integrates with Apache?
	Popularity1
[Mar ‘02]
	Growth1

[Oct ’01 – Mar ‘02]
	Complexity vs. HTML

	PHP
	Free
	Perl-like
	Apache, Sun, IIS
	ODBC or native drivers
	Yes
	30%
	+4694%
	2

	ASP
	Free2
	Perl-like
	Apache3, IIS
	ODBC
	Possible4
	48%
	+278%
	2

	JSP
	Free
	Java-like
	Apache, Sun, IIS
	JDBC
	Yes
	2%
	+1594%
	3+

	ColdFusion
	$799+
	Tag-based
	Apache, Sun, IIS
	ODBC or native drivers
	Yes
	20%
	+429%
	1+


1 - http://php.weblogs.com/popularity
2 – free only if you are currently running IIS.  Ideally, an ASP server solution would involve the use of a Microsoft .NET server product

3 – ASP/VBScript only runs on Microsoft IIS web server (unless you buy a  3rd party solution like ChiliSoft)

4 – May require third-party solution like ChiliSoft

Choosing a Database Server:

When building a sizeable dynamic Web site, a key element is the database management system (DBMS).  It is common practice to choose a database platform that uses the Structured Query Language (SQL) for data manipulation. Key criteria to consider when making your choice are: performance, reliability, cost, functionality (does it suit your needs), extensive SQL support, transaction support, and scalability. You should also factor in which databases your organization is already using and what your programmers are familiar with.  

Because data integrity is of primary importance, the DBMS should support transactions, which simply means that the DBMS maintains a transaction log in which all changes are recorded.  If an error occurs as part of a series of related database commands, every related change will be undone in reverse order (an action called a rollback) to preserve database integrity.

The demands for SQL support, transaction support, and scalability on applications, which must handle hundreds or thousands of concurrent users, are much greater than for small desktop applications. Database server software packages are specially designed to handle large client/server environments for which a ordinary desktop package like Microsoft Access would be inadequate.

Microsoft Access is a useful tool for developing a general database skeleton and even generating SQL query statements for insertion into Web scripts, but it lacks the necessary client-server architecture to be used as the database server for a project Web site. It can be used, however, through an Open Database Connectivity (ODBC) connection to interact with an SQL database in order to add, delete, and modify tables and records, if necessary.

Table 5 shows a rating for leading database server packages based on how well they support  security, backup management, replication, programmability, extensibility, fault tolerance, and manageability—criteria that should be considered when choosing database server software for mission-critical projects.   It is likely that your project cannot be classified as mission-critical, meaning people don’t die or businesses fail if the server breaks down; so you will need to weigh the importance of these features in Table 5 against your own needs and budget.

Of the open source database solutions, PostgreSQL provides the most features including a web-based administration interface, ODBC support, as well as support for objects, stored procedures, triggers, transactional controls, ANSI-compliant SQL and many similarities to Oracle.  It has been designed to allow those who outgrow PostgreSQL to easily migrate their databases to Oracle in the future.

IW:LEARN has found that server complexity, performance, transaction support, security/reliability, and long-term costs are the main factors for most projects in choosing a database server to use.  

· Complexity –should be as easy as possible to install, configure, maintain and use/interact with

· Performance – should be as fast and handle as many simultaneous queries as possible

· Transaction Support – should have this feature as well as stored procedures, triggers, views, etc.

· Security – should be highly secure and reliable, running 24/7 for months without requiring a reboot

· Costs – should be affordable both upon initial purchase and in the years to come.  Will your stakeholders be able to afford the client licenses once the GEF project funding is gone or will the system collect dust because there is no money to keep the server operating legally? In Microsoft’s case, it is becoming very difficult to not comply with yearly licensing requirements as client licenses are tied to user authentication via IP which are difficult to forge.

Note:  All the database servers in Table 5 can run on Windows or a Unix platform. The exception is  MS SQL Server which can only run on Windows 2000 Server.

We encourage you to read the full PC Magazine report [http://www.pcmag.com/print_article/0,3048,a=23362,00.asp] on the SQL database comparison as summarized in Table 5.  Doing so will give you a better idea of what the positive and negatives of  each server system and at what performance levels they were tested.

Table 5 – Comparative matrix of database server costs and performance.1
	Db Server
	Server Cost2
	License Cost
	5 yr cost3
	Server Engine
	Management Tools
	Database Design
	Programmability
	Security
	Interoperability
	Data Analysis
	Performance

	MySQL 4.0b
	Free
	Free
	Free
	Fair
	Good
	Good
	Fair
	Good
	Poor
	N/a
	Very Good

	PostgreSQL 7.2.2
	Free
	Free
	Free
	Good
	Good
	Good
	Good
	Good
	Poor
	N/a
	Very Good 

	Oracle 9i

Enterprise4
	$40,000
	$6000/yr maintenacnce contract
	$70,000 
	Excellent
	Excellent
	Excellent
	Excellent
	Excellent
	Very Good
	Very Good
	Excellent

	Microsoft SQL Server 2000 SP2  Enterprise5
	$19,999
	Unknown 
	$20,000+
	Very Good
	Excellent
	Excellent
	Good
	Very Good
	Excellent
	Excellent
	Very Good -

	IBM DB2 UD 7.2
	$20,000
	Free
	$20,000
	Excellent
	Very Good
	Very Good
	Excellent
	Very Good
	Excellent
	Very Good
	Very Good

	Sybase ASE 12.5
	$4,000
	$895/yr 

per client
	$26,375
	Good
	Good
	Very Good
	Excellent
	Excellent
	Very Good
	Good
	Excellent


1 – source: PC Magazine http://www.pcmag.com/print_article/0,3048,a=23362,00.asp; PostgreSQL data added to this matrix by IW:LEARN. They evaluated each server engine based on the depth of performance optimizations. Caching, memory management, indexing, and query rewrites are of chief importance here. Management tools are the contact points between the human administrator and the database. This category also involves the interaction required to keep a database at optimum performance. Tasks include installation and configuration, binding applications, maintenance, and monitoring resources. Database design includes SQL language support, object-oriented design, and the ability to modify database and table structures. The Programmability rating takes into account support for stored procedures and triggers. They also evaluated the internal programming language. Security encompasses data protection and encryption of data tables, columns, and rows. It also refers to the security of data transfers between a client and a server, as well as auditing that identifies security violations. Interoperability includes support for seamless connectivity among heterogeneous systems and data sources. For data analysis, they evaluated OLAP features and other tools that reveal trends in the data stream. Performance means tested efficiency in processing database requests.
2 – Server cost is per CPU, additional CPU’s cost more 
3 – Typical 5 year server/license costs with 25 clients for a GEF project

4 – Oracle 9i Standard Ed. $15,000 + $2,250/yr maintenance contract. 5 year costs =$26,250

5 – Microsoft 2000 Server Standard Ed. For single processor is $4,999. Note: Standard Ed does not support more than 10 clients, for 11+ clients, you must purchase the Enterprise Ed. listed above.  Performance measures for the Standard Ed. should be similar, if not slightly less than the Enterprise Ed.

PRICES ARE SUBJECT TO CHANGE, LICENSING MAY CHANGE AS WELL.

Comments on XML:

Recently, the use of the eXtensible Markup Language (XML) has become the purported new wave of web publishing.  XML is the universal format for structured documents and data on the Web. XML is …

· For structuring data

· Looks a bit like HTML

· Is text but isn’t meant to be read

· Is verbose by design

· Is a family of technologies

· Is new, but not that new

· Leads HTML to XHTML

· Is the basis for RDF and the Semantic Web

· Is license-free, platform independent and well-supported.

[Source: http://www.w3.org/XML/1999/XML-in-10-points]

XML allows one to store information, either as flat text files or in a database that can be universally translated by other languages, applications or servers. This allows much a much freer and even automated exchange of information between two servers.

The best way to store XML data is in an XML database. Somewhat like an object-oriented database, an XML database takes objects, translates them into XML and then stores the XML directly. 

At this moment, XML database servers are being developed, but are still considered ‘bleeding edge’, requiring a lot of further work and testing and are not ready for production use.  Certain database systems like Oracle, SyBase and MS SQL Server have some XML capabilities built into their RDBMS systems and all database should be able to output to well-formed XML using a prescribed DTD and schema. This should provide you with some tools to transfer information via XML until an easy to use and reliable XML database is built using consistent standards, works with multiple scripting languages, can use the XMLQuery language, can handle transactions appropriately and is affordable.
XML offers great promise for the future for true interoperability but still requires further development before it realizes its full potential. So if you’re currently developing an application that will need to interoperate with others, you should consider how XML would fit in.

