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Publishing & Licensing Information  

The manual is published by GEF/UNDP International Waters Learning and Resource Network in conjunction with the Centre for Developing Area Research (CEDAR) at Royal Holloway, University of London, United Kingdom.

This manual is published under the GNU Free Documentation (Copyleft) License.

Copyright  2001,  GEF/UNDP International Waters Learning and Resource Network. (http://www.iwlearn.net) Permission is granted to copy, distribute and/or modify this document under the terms of the GNU Free Documentation License, Version 1.1 or any later version published by the Free Software Foundation; with no Invariant Sections, no Front-Cover Texts, and with no Back-Cover Texts. Details of the Copyleft licensing scheme can be found at http://www.gnu.org/copyleft/fdl.html A copy of the license is included in the section entitled "GNU Free Documentation License".

Statement of Liability/Merchantability

As this manual is published under the GNU Copyleft License, no warranty or guarantee as to its accuracy or merchantability is issued or implied, in part, or in whole. International Waters Learning, Exchange and Resource Network, and Paul Broome as the author, are not held in anyway responsible for the accuracy of the information herein contained: explicitly or implicitly. Although both International Waters Learning, Exchange and Resource Network, and Paul Broome as the author, have taken every reasonable care in the writing of this manual, and, that the author has personally tested the accuracy of the instructions in this manual, no responsibility on either part will be accepted for any damage whatsoever caused to any machinery, or loss of data, whilst following the instructions laid out herein wholly or in part. You should not attempt installation based on the contents of this manual if you do not agree with this statement of liability/merchantability.

This manual was produced with StarOffice 6.0 Beta http://www.sun.com/staroffice 
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About This Manual

This manual has been written to perform a specific task: to help you install and configure an Internet Server for knowledge and information storage and delivery. The goals of this server and the methodology under which it might be employed are covered under other IW:LEARN documentation. This manual will merely help you get all the software installed and configured to use.

What this manual is… It is an installation and configuration manual, and, that is all. If you need help; advice; tutorials, etc on individual software packages such as the Apache webserver, you should seek that information in the package’s own individual documentation.

What this manual is not… This manual is not a complete tutorial or help manual for the RedHat Linux Operating System.

What this manual assumes… This manual assumes that you are skilled to the level of ‘power-user’ in the use of computers. Ideally you will have a degree of experience as a Systems Administrator or some other senior level of competence. The manual does not assume that you are an experienced user of UNIX-type Operating Systems. If you are then you can use this manual as you see fit :o) 

For everyone else, the manual assumes no UNIX-type knowledge on the part of the user. But be warned – you will need to become familiar with the command line and learning Linux is not for the feint-hearted. The manual assumes you know what things like disk partitions are, and, what an Internet Protocol address is. It also assumes that you know what acronyms like GUI and TCP/IP stand for. If the answer to any of these is ‘no’, then this manual is likely to be beyond the scope of helping you get your server operating with any degree of success. 

The author would strongly urge you to purchase/aquaint yourself with the following publications in order to familiarise yourself with both the Linux Operating System in general, and the Red Hat distribution in particular:

Bowen, R. (2000) Apache Webserver Unleashed Sams Publishing

Cox, K. (2000) Red Hat Linux Administrators Guide Prima Tech

Negus, C. (2001) Red Hat Linux 7.1 Bible Hungry Minds, Inc.

Red Hat (2001) Red Hat Linux 7.1: The Official Red Hat Linux x86 Installation Guide  (http://www.redhat.com/docs/manuals/linux/RHL-7.1-Manual/install-guide/ln27.html) 

Welsh, M, Dalheimer, M, Kaufman, L. (1999) Running Linux, 3rd Edition London: O'Reilly.
Conventions used in this manual

[Square-bracketed text]

Text in [square brackets like this] indicate a command you should type (if in lowercase), or, an action you should carry out (if in uppercase). Example: [cd /usr/local/pab] would instruct you to type that text verbatim. [NEXT] would indicate to you that you should select the dialogue button called ‘next’ and press it. This style is also used in menus, e.g. [MENU] – [EDIT] – [SELECT] means choose the ‘select menu’ from the ‘edit column’ on the ‘menu bar’.

{Curly-bracketed text} 

Text in {curly brackets} is example text, e.g. {your_device.img} means type the appropriate name of the file that you want to use.
Bold text

Also used as example text, eg: /usr/local/apache/ to show a directory path

Text in italics 

Text in italics means that we are emphasising something. Example, ‘NOTE: do not do this unless you are sure you want to commit the changes to disk’, which means we are asking you to make sure you want to make changes, as, undoing them may be very difficult.

# White text in a black background

This is used when we are giving you a number of commands or script to enter at the console screen, (and mimicking what you'll expect to see) for example:

# mount dev/fd0 /mnt/floppy

# cp /mnt/floppy//my.rtf /example/directory/my.rtf

# ls -l /example/directory 

Note that the # denotes the path header/command prompt. You don't type it!!

TIP: Bordered boxes

These are tip boxes and we will be using them to give you advice, e.g.:

TIP: Always place your document root for web-accessible documents in it’s own partition. This improves security if the system is compromised and aids your chances of data recovery if there is a hard disk surface problem 

Preparing for installation

Before you begin, it’s always a good idea to get everything to hand. Fortunately, you shouldn’t have a great deal of stuff to get together. But, you will need the following:

· Red Hat 7.1 or higher installation CDROMs (typically a set of 3) for x86 computers

· The optional Server Toolkit CDROM with the IW:LEARN specific packages on – only needed if not performing an Internet-based install.

· An x86 type IBM compatible computer with the following specification:

· Pentium (or equivalent) processor: 350Mhz (min) 600MHz (recommended)

· 128 MB RAM (min) 256 MB (recommended)

· 10 GB Hard Drive (min) (30 GB recommended)

· CDROM Drive

· 10 Mbps or 10/100 Mbps Network Card

· An Internet connection with a static IP address

· Your network-specific settings (see your Networks Administrator)

· The appropriate cabling and wiring

· Approximately 10 blank 3.5-inch 1.44MB floppy diskettes

· Pen and paper – very important!!!

· This manual

· One of the manuals cited in the previous Section is also recommended

· Printed material from the Internet identified in this manual. This can be a great advantage if you have the time, as, you can then annotate instructions and print-outs.

· Any other resources you think you may need

Selecting an Installation Method

The easiest way to install Red Hat Linux is to boot from the CDROM. We are assuming this is what you are going to do, and thus, all the examples and instructions from this Section hereon assume this method of installation. Regardless of the way that you are going to start the installation, all generally follow this procedure:

· Boot the installation

· Select an installation method

· Language selection

· Keyboard configuration

· Mouse configuration

· Install options

· Partition the hard drives

· Format the partitions

· Install the LInux LOader (LILO)

· Network configuration

· Firewall configuration

· Time zone configuration

· Language support selection

· Account configuration

· Authentication configuration

· Package group selection and installation

· Unresolved dependencies

· GUI and X Server configuration tool

· Boot disk creation

Installation complete!!

The main difference here is that if you choose to start your installation from the Internet/Network, then configuring the network will be done towards the beginning of the installation process rather than towards the middle as it does when you install from CDROM.
Tip: you may want to make a photocopy of this page and keep it with you during the installation. Alternatively you can annotate it in the manual and keep track of progress/record any specific information you would like to keep.

If you have an Internet connection but no CDROM, you can use either HTTP or FTP based installations. For these methods, you will need a network boot disk. For instructions on how to create this and follow these methods of installation, please see the section entitled Making Installation Diskettes  and then the Section entitled Booting from the Network/Internet. If you are using the assumed method of booting from CDROM, skip now to the section Booting From the CDROM.
Booting the installation system from CDROM 

The Red Hat Linux x86 CD-ROM can be booted by computers that support bootable CD-ROMs. Not all computers support this feature, so if your system cannot boot from the CD-ROM, go to the Section entitled Making installation diskettes and follow the instruction for booting from floppy disks. Otherwise, put CD 1 in the CDROM drive and reboot your computer. 

TIP: Note that you may need to configure your BIOS to check the CDROM for executable files before the hard drive. To access the BIOS on many computers built in the last four or five years, you need to hold down the F1, F2 or DEL key on your keyboard as your computer reboots (the exact key varies between computer and motherboard/BIOS manufacturers). Your installation guide/motherboard manual should give you the correct details. These should also give you the details needed to reconfigure your BIOS – there are too many options to go into here. 

Whatever way you boot, when you do, you will be presented with a menu as the kernel loads – simply press [RETURN] to allow it to do so without specifying any of the available options. This will allow the 'Anaconda' programme to begin – 'Anaconda' is the Red Hat automated installation system. It is ‘plug and play’ aware and will attempt to recognise your computer hardware, so don’t be surprised if it displays messages saying that it is loading device drivers. Wait until the interactive part of the installation begins. This will start with…

Selecting an installation language

Shortly after, you will be asked which language you want the installation routine to run in: highlight your choice and use the [TAB] key to select the [OK] button. Press [ > NEXT].

Fig: 1. Selecting an Installation Language.
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TIP: Note that the installation windows all have the same format throughout. There are two main windows: a larger one on the right which is specific to the current installation task and a smaller one on the left which contains help and information on that particular installation task. Thirdly, there is a margin at the bottom of the screen which contains the dialogue buttons for navigation and proceeding to the next step in the installation.

Selecting the keyboard layout

Select the desired keyboard layout by highlighting your choice and using the [TAB] key to select the [OK] button. Press [ > NEXT]. Follow the same procedure to select your mouse.
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Fig 2: Selecting the Keyboard Layout

Selecting an installation method

The welcome screen will appear and after pressing [> NEXT] you will arrive at the install options. We are going to select the [Server System] option. Press the  [NEXT] button. 

Fig. 3: Package Installation Options
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Partitioning your hard drive(s)

Take Note!!! This section will erase any data on your hard drive(s). The data will not be recoverable. Make sure this is what you want before you proceed any further!! Before we go any further I should explain a little about Linux partitions, and what it is exactly, we are going to do. As a bare minimum, you should create four partitions for your Linux system. These are:

/
This is the partition known as root and from which all other directories stem and all other file systems (on different partitions) are mounted. You should allow at least one Gigabyte for this partition – preferably two.

/usr
This is where all the user-specific applications and data are stored. You should allow at least one Gigabyte for this partition – preferably two.

/swap
The system swap file (invisible). This should be set to twice the amount of RAM installed on your computer.

/data
A custom partition we are going to create to store all the web-accessible data on your system. It needs to be as large as possible – at least three Gigabytes.

The first three partitions above are compulsory and you must install them. Additionally, you may want to consider (and I would recommend it) adding the following partitions:

/var
A world-writable directory where applications store their temporary data. Many applications also store settings files and other miscellaneous files here. I would suggest at least one Gigabyte.

/home
The directory that contains the base directory for all users on the system – their home directories. I would suggest at least one Gigabyte.

/tmp
The directory for temporary file storage. Used by some applications in a similar manner to /var. I would suggest at least one Gigabyte.

Select the option to partition your drive with Disk Druid. You will notice that there are three parts to the Disk Druid window: 1) the help section on the left; 2) the partition window at the top; and 3) the drive or device window at the bottom. As usual there is a margin at the foot of the window with buttons.

If there are any partitions on your hard drive (known in Linux as a device), delete them with the [EDIT] button. 

At the top of the upper right hand window where the partitions are displayed, you will see a list of five cell headers:

Mount Point:
All devices under Linux have their file systems mounted (/  /usr  /home  etc.)

Device:
hda1 means the first partition on the first hard disk. hda2 means the second partition on the first hard disk. hdb1 means the first partition on the second hard disk, and so on. If your computer has any SCSI drives fitted, they will appear as sda1  sda2  sdb1 etc.

Requested:
The amount of space you have requested for format 

Actual:
The actual amount of space that will be given

Type:
The type of file system that will be written. The standard Linux file system is ext2.
Fig. 4: Partitioning Your Hard Drive(s)
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The values in these fields are created and altered by using the buttons in the middle of the window. [ADD] will add a new partition. A dialogue box will appear.:

Mount Point:
Select the name for the partition volume from the drop-down box and enter the desired name – refer to the paragraph above on partition names. To add a custom name such as /data enter it directly in the filed box.

Size (Megs):
The amount of space you want for the partition. If you check the [USE REMAINING SPACE?] box all the remaining free space on your hard drive will be used up. 


TIP: This is handy when you have a small partition at the end of your drive space – an example would be the swap file. I always place my swap file at the end of the drive space (allocate it last) and then set it to the desired size, then check this box.

Partition Type: Choose the type of file system you want to create. All file systems other than the swap file should be 'Linux native'.

Allowable Drives: If you have more than one drive/device fitted to your computer, you can deselect the ones you do not want to use from here.

When you have made all your choices and you are sure the partition table(s) correspond exactly to what you want, press the [>NEXT] button. This will bring you to the formatting stage. Take Note!!! This action will erase any data on your hard drive(s). The data will not be recoverable. Make sure this is what you want before you proceed any further!! Check all the entries, select them by checking the boxes, and again, make sure they are what you want. Then press the [>NEXT] button.

Network Configuration

Now it is time to set-up the network access for your computer. Before starting, make sure you have the appropriate details from your Networks Administrator. Enter the values he/she has given you in the appropriate fields and then press [>NEXT]

Fig. 5: Network Configuration
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Firewall Configuration

A firewall is a set of arguments that filters the IP traffic that is allowed access to your computer from the Internet and/or your network. By limiting the number of connections to your computer (called ports) and specifying the type of data protocol they allow, a firewall can help protect your computer from unauthorised access. 

Fig. 6: Firewall Configuration
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TIP: Although firewalls are very useful, they should be considered merely a single component of a wider system, and even network, wide security policy. Computer security is quite simply finding a balance between user functionality and risk of system compromise.

For now, choose the [MEDIUM] setting. Then select the [CUSTOMISE] button and check only the following: 
1. SSH

2. WWW (HTTP)

3. FTP

We will customise our firewall settings further by hand after installation.

Language Support 

Next we have to choose which languages will be supported in Linux. It is possible to select more than one. From the main window, select all the languages you want installed on your system. When you have done, set the default language from the drop down box at the top of the window. Choose the [> NEXT] button to continue.

Fig. 7: Language Support Selection
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Time Zone Selection

Next we need the computer to your local time. Simply choose your location either from the map or from the dialogue box below. Press [> NEXT] when you have done this.

Fig. 8: Setting the Time Zone
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Account Configuration

We are now going to set up some accounts on the computer: the Root user (known as the super-user account which should only be used for system maintenance) and some ordinary user accounts. Passwords must be at least six characters long.

TIP: We would recommend you make all passwords at least eight characters long. Do not choose a word that can be found in a dictionary, the name of a person, or the name of a place. The method that we use is to think of a word (or two words) that are between eight and twelve characters long – for example the word multimedia. What we then do is change the word by substituting random letters with numbers and non-alphanumeric characters, but we do this in a way that we can still remember the original word: thus multimedia might become Mu1tim£Di@ This makes it easy for me to remember my passwords whilst making it difficult for crackers to break them.

Fig. 9: Configuring Root & User Accounts
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The 'root' account

Having 'root' on a Linux system is the equivalent of having Administrator status and privileges under Windows NT. Very few people should have access to the root password and it should never be used for normal logging on. Always log on as a normal user and only give the root password to those that need it. A normal user can assume the status of root at ant time by typing [ su - ] at the console window. It is also possible to designate certain user accounts with root status for certain commands. we will cover this in another paper 'Running the Regional Knowledge Hub'.

Enter the root password in the appropriate field box and then again below to confirm. Next, set up the following accounts creating as many as you need:

{your_own_account_for_normal_login}

{name_of_your_user_account_1}
Account for standard user to log-in

{name_of_your_user_account_2}
Account for standard user to log-in

{name_of_your_user_account_3}
Account for standard user to log-in

{name_of_your_user_account_4}
Account for standard user to log-in

{web_author_account_1}

Used by web content authors to FTP data

{web_author_account_2}

Used by web content authors to FTP data

NOTE:: 
Standard user accounts should NOT be allowed to log-on via FTP!!



Web author accounts should NOT be allowed to log-on via SSH!!



The root account should NOT be allowed to log-on via SSH or FTP!!

We will set up these permissions later – you only need to create the accounts right now.

Package Group Selection

Now to the exciting bit!! We are going to choose what components to install on our system warning – this can be a time-consuming process!! There is a simpler and quicker way of installing packages, but, we are going to choose this way to ensure all the components we need are installed. It will also have advantages for those of you that are installing in limited drive space.

From the list of options, select [X WINDOW SYSTEM]; [GNOME]; and [WEB SERVER]. You can select the [KDE] desktop also if you so wish, but it is not necessary and it will take up a lot more space. Make sure that the [SELECT INDIVIDUAL PACKAGES] check-box is selected, and then, press [> NEXT]

You should now have three window panes on your desktop: on the left, a tree menu which displays groups of packages, with a contents menu that displays on the right when you open a group folder. The bottom pane will give you a description when you highlight a single package on the right. To select a package, simply check its box. [SELECT ALL IN GROUP] and [UNSELECT ALL IN GROUP] will do just that. As you progress, you will notice that some packages are already selected when you open a group folder.
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Fig. 10: Selecting Package Groups

TIP: do not de-select packages that are already selected. Some of them may be pre-selected by the installation system.

First of all we need to go to [Applications] >> [DATABASES]. Select the following packages:

· db3-utils

· mysql

· mysql-devel

· mysql-server

· mysqlclient9

Fig. 11: Selecting Individual Packages
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Next, go to [APPLICATIONS] >> [SYSTEM]. Remember – do not de-select packages that are already selected. Some of them may be pre-selected by the installation system. Select the following packages in addition to those already selected:

· gnome-linuxconf

· linuxconf

· mtools

· vlock

Next, go to [SYSTEM ENVIRONMENT] >> [DAEMONS]. Remember – do not de-select packages that are already selected. Some of them may be pre-selected by the installation system. Select the following packages in addition to those already selected:

· apache

Next, go to [USER INTERFACE] >> [DESKTOPS]. Remember – do not de-select packages that are already selected. Some of them may be pre-selected by the installation system. Select the following packages in addition to those already selected:

· enlightenment

Ensure all the options you require are selected then press [> NEXT] You may be presented with a screen that tells you that some dependencies are unresolved. Simply ensure that the radio button entitled [INSTALL PACKAGES TO SATISFY DEPENDENCIES] is selected then choose [> NEXT]. Repeat these steps until you exit the dependency checker and arrive at a screen entitled.

X Configuration

Linux depends on something called the X Server to display images on your screen. It does this, because unlike most other operating systems, it allows you to log in on more than one console at a time. Choosing the right X Server for your system should be relatively straight forward.

First, the installation programme should have highlighted your correct video display card. If it has not, and you are absolutely sure it has not, look through the available options and highlight the correct one. Next, select the mount of memory your video card has from the drop down box and then press [> NEXT]

Fig. 12: Configuring the X Server 
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Next, your monitor will be detected. Again, if the installation programme has not selected your correct monitor, and you are absolutely sure it has not, look through the available options and highlight the correct one, and then press [> NEXT]
Finally, we are going to set your desktop environment. First of all, select the [COLOR DEPTH] you desire and the [SCREEN RESOLUTION]. Then press [TEST SETTING]. After a short delay a desktop will appear. Providing it does, accept the settings and you will be returned to the previous screen. 

Next choose the default desktop environment. As we are going to instal the Ximian Desktop later, which requires Gnome, we suggest you choose [Gnome] o)

Fig. 13: Desktop Configuration
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Finally select [TEXT] for you default log-in type, then press [> NEXT]

And finally!! Press [> NEXT] and sit back whilst the packages you have selected are installed.

Post Package Installation Tasks

When the installation programme has finished copying your packages to the hard drive(s), you will be presented with a screen entitled...

Boot disk creation

You will use this disk to boot your Red Hat Linux installation if you have any problems. Thus we strongly take a few moments to create one. Simply make sure the [SKIP BOOT DISK CREATION] check box is clear and choose [> NEXT].

SUCCESS!! You have reached the end of the installation programme. Press [EXIT] to reboot your computer into Red Hat Linux.

Rebooting into Red Hat Linux

Your computer should now reboot on it's own. As the kernel loads, a large amount of text will scroll down the screen. When the kernel has loaded, the file systems will be mounted and various services and daemons started. The file systems, services and daemons can be identified by a check box to the right of the screen which should contain a green-coloured OK. If a red-coloured FAIL should appear in a check box, then you have a problem. This is unusual and this will be covered a) in brief in the appendices, and b) more fully in a separate document.

When boot-up time has completed, you will be presented with a log-in prompt:

Red Hat Linux Release 7.1 (Seawolf)

kernel 2.4.2-2 on a i686

# login:  _

This time, and this time only, We are going to break my own golden rule and tell you to log in as the root user. This is because we have a large number of post-installation tasks to carry out and they will all involve the logged-in user having root status.

Enter [ root ], press [ ENTER ] and then the root password (which is not displayed on the screen. 

Disabling services and daemons

Firstly we are going to carry out some initial securing of our system by making sure that no services other than the ones we want are running. The fewer the ports open and listening, the lesser we are advertising what our server is capable of doing. In short, if a port is closed, it is very difficult for a prospective cracker to compromise the server by  connecting to it. They will be forced to attempt access via the ports that are open and accepting data. And we are going to do something about that later on :o)

The goal here is to make our server safe enough to be on the Internet/local network whilst we are still configuring it. To do this, we are going to use a tool called 'Linuxconf'. First of all, open a terminal window. You do this at the foot of the desktop. Select the icon of a monitor - generally found between a quotation icon (the help system) and a toolbox (the Gnome configuration tool).

In the window that opens, type 

# linuxconf

On the window that opens, hit [ DISMISS]

Select the  [CONTROL TAB] >> [CONTROL PANEL] >> CONTROL SERVICE ACTIVITY]

Tip: Highlight the service you want to modify: example, apmd. Select the [AUTOMATIC] button – make sure it is de-selected (when the button is 'out'). At the bottom of the screen press [STOP] and then [ACCEPT]. You will be returned back to the service control list. If the list is greyed out, it means you have not accepted the changes you made in the previous service selection. Go back and do it now. Now the list should have black text. Highlight netfs. Select the [AUTOMATIC] button – make sure it is de-selected. The button will be out. At the bottom of the screen press [STOP] and then [ACCEPT]. Now repeat this procedure for the portmap service. 

Now go to the menu bar and select [FILE] >> [ACT/CHANGES] >> [DO IT]

Finally go back to the services window and check that only the following services are running and are marked automatic.:

· anacron

· atd

· autofs

· crond

· gpm

· ipchains

· keytable

· kudzu

· linuxconf

· network 

· random

· reconfig

· sendmail

· sshd

· syslog

· xfs

· xinetd

Finally, return to the menu bar and select [FILE] >> [QUIT]

Return to your terminal window and type the following: 

# lsof -i

The only services you should see running are sshd (the secure shell daemon) and x (receives remote x server requests.

Installing the Ximian Gnome Desktop

Now we are going to install something called Ximian Gnome Desktop. This is a development of the standard  Gnome desktop that you have installed and which has some very nice features. One particular feature that we want Ximian Gnome for, and which comes with no other version of Gnome, is called Red Carpet. Red Carpet is an automated RPM (Red Hat Packet Manager) updater and installer, and, as the Sysadmin for this new  Red Hat Linux server, it is going to make your life a lot easier!!

To start, go to the bottom left of your screen where you should see the Gnome icon (a foot)Select it and from the menu that appears go >> [PROGRAMS] >> [INTERNET] >> [MOZILLA] A web browser window will open. Type [ www.ximian.org ] in the url bar and then choose the [PRODUCTS] tab and the [DOWNLOAD] link from the right hand side of the page. Look for the drop down box that says [Get Ximian Desktop Now!], drop down the box and select the Red Hat link. Follow the instructions that appear on your screen – namely, type 

# lynx – source http://go-gnome.com | sh 

in a terminal window and follow the instructions that appear. Eventually, you will be prompted for an installation source. Choose [MIRROR], make sure the proxy settings are blank, and then select a mirror location convenient for you. The following screen will give you four options:

1. Install only essential components

2. Install only productivity applications

3. normal installation

4. install everything

Basically, the option at the top installs the least packages and the option at the bottom installs the most. Normally you should choose the normal installation. Follow the instructions on the next few sets of screens. When you get to the dependency checking screen, your installation may fail. Backtrack to the mirror selection screen and choose a different mirror. Sometimes you need to do this several times.

TIP: The Ximian server (top of the screen) usually works all the while. It is not the fastest download that is available, but it is the most reliable, so you may just want to select this to start with!

Eventually, a screen should appear entitled 'Installing Packages'. Wait until the installation programme finishes, then log out of Gnome and restart the X server. We are now ready to use Red Carpet for the first time.

Ximian Red Carpet

Ximian Red Carpet is an automated RPM (Red Hat Package Manager) installer and configurator. It is going to make your life as an administrator vey much easier!! To start Red Carpet, choose [SYSTEM >> GET SOFTWARE...] from the menu bar. Red Carpet will start:

Fig. 14: Ximian Red Carpet
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When you first start Red Carpet, you are not subscribed to any channels. Choose the [UNSUBSCRIBED CHANNELS] icon from the left of the window, and the updated pane will look similar to the one above in Fig.14. Select the Channels you want to subscribe to – We suggest Red Hat Linux and Ximian Gnome Desktop as the essentials. You can check the Channels you have subscribed to by selecting the [SUBSCRIBED CHANNELS] icon to the left of the window. When you have finished, your Subscribed Channels should look similar to that in Fig.15, overleaf…

[image: image20.png]£l & lelx)
Elo_Eot_view subscrtions _Seings
Navigaion

Ximian Preview GNOME20

developer
Previews of xman soware Snapshots
Stapinots ofthe GNOME 20 platiorn

Lok Demos Opera
Genos of Gaes fom Lok Ganes pera veb brawser

Viteare .
sy e s 32 ot

Unsuescrnes
s




Fig. 15: Subscribed Channels in Ximian Red Carpet

To work with a Channel (install/update/delete packages) just choose a Channel. A window similar to Fig. 16 (below) will appear:

Fig. 16: The Main Ximian Red Carpet Window (Channel Selected)
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Towards the top-right of the window you will see four icons. You make them active by selecting them – note they will then become highlighted, thus the example above is of the activated Update function:

Update: This updates the RPMs (from hereon known simply as packages) that are already installed on your system. In addition, you will find all core updates listed – whether you have them installed or not. 

Install: This will install any new packages you want on your system and resolve any dependencies for you.

Remove: This will delete packages off of your system for you and also resolve dependency problems that may arise from removing packages.

About: Supplies information.

From the main window pane in Update/Install/Remove, you can just select [EDIT >> SELECT ALL] from the menu bar. You will notice that the small check-boxes to the left of the main window pane are now all selected. In order to select individual packages, you can simply check the boxes you want. To update the selected packages, select the [… PACKAGES] button in the bottom right of the window and follow any on-screen prompts as they appear.

Installing & Updating with Red Carpet

We are now going to make sure that we have the latest packages of the following on our system:

· OpenSSH

· OpenSSH Server

· Apache

· Wu-FTP

· HT-Dig

Using the examples above, first check to see what of these packages is installed on your system using the Update function of Red Carpet. If any of the above packages are not installed on your system, then install them, using the Install function. When you have done this and they are all installed, we will configure them.

Configuring the Core Packages and Services

Configuring User accounts

The first thing we need to do is to configure the core user accounts that we set up during installation. At a minimum you should have the following:

{account_1}



for normal (console) and secure shell login
{account_2, etc.}


for normal (console) and secure shell login
{web_author_account_1, etc.}
Used by web content authors to FTP data

Remember!!
o   Standard user accounts should NOT be allowed to log-on via FTP!! 

o   Web author accounts should NOT be allowed to log-on via SSH!! 

o   The root account should NOT be allowed to log-on via SSH or FTP!!

Example User
Home Directory
Account Purpose

jrs


/home/tdw/

user that can log-in local and via ssh

frw


/home/rfw/

user that can log-in local and via ssh

webmaster

/data/htdocs/

user that can ONLY ftp into the web root

author1
/data/htdocs/training/
user that can ONLY ftp to the area of the website for which they are responsible.

To set these accounts up, follow this example using the [adduser] command:

# addusr  jrs

You will then be asked to enter the new password and the following information (example):

        Full Name []: John Ronald Smith

        Room Number []: 

        Work Phone []: 

        Home Phone []: 

        Other []: 

Foe the FTP user access accounts, you will need to change the ownership on the appropriate accounts within the directory where the web files are stored. For example, if your web root (/data/htdocs) looks like this:

/admin

/training

/workshops

Index.html

And the example user author1 was responsible for all the files under /training, you would need to do the following:

# cd /data/htdocs/

# chown –R author1.author1 /training/

Like DOS, cd changes directories. chown means ‘change ownership’ with the name before the period being the owner; the name after the period being the group; and the name between the two forward slashes being the directory. The –R switch means change ownership recursively – i.e. through all underlying files and directories. For help on the chown command type [man chown] at the console for the manual pages, or, [chown –help] for a list of available options to use with that command.

Configuring Wu-FTP FTP server

Fortunately, Wu-FTP does not need any configuration! The server will direct you to the correct directory by using your username and password.

Configuring the Apache web server

Apache is also relatively straight-forward to configure. Direct your editor to the configuration file which is /usr/local/apache/conf/httpd.conf 

If the file isn’t there (the RPM installation may default to /usr/sbin/apache/conf/), search for it by opening a terminal (presuming you are in Ximian Gnome) and typing:

# whereis httpd.conf 

You can then open the file for editing in your preferred editor. If you haven’t used *nix-type editors before (such as ‘Vi’ ‘pico’ or’ emacs’), then I suggest you use gEdit from within the Ximian Gnome desktop. Either look for it on the menu or start it from a terminal by typing {gedit}.

First of all save the file in the same directory and give it a name such as {httpd.conf_original} and then open the original file (httpd.conf) up. If anything goes wrong you can then always rename the file you just backed up to its original name and restart Apache. You should perform this operation EVERY time you alter a configuration (.conf) file. To be extra sure, copy all .conf files to a floppy disk or some other removable media for safe keeping.

You will need to alter the following in httpd.conf – remember these are examples and you need to enter your own specific values. Also, the httpd.conf file is very large so be sure to edit the correct sections/entries. In the following excerpts from an httpd.conf file, I have marked the values you need to alter with ( Edit
# ServerRoot: The top of the directory tree under which the server's

# configuration, error, and log files are kept.

#

# NOTE!  If you intend to place this on an NFS (or otherwise network)

# mounted filesystem then please read the LockFile documentation

# (available at <URL:http://www.apache.org/docs/mod/core.html#lockfile>);

# you will save yourself a lot of trouble.

#

# Do NOT add a slash at the end of the directory path.

#

ServerRoot "/usr/local/apache" ( Edit (this may not need to be changed)

# BindAddress: You can support virtual hosts with this option. This directive

# is used to tell the server which IP address to listen to. It can either

# contain "*", an IP address, or a fully qualified Internet domain name.

# See also the <VirtualHost> and Listen directives.

#

BindAddress 134.219.57.38 ( Edit (your IP address)

# ServerAdmin: Your address, where problems with the server should be

# e-mailed.  This address appears on some server-generated pages, such

# as error documents.

#

ServerAdmin P.Broome@rhul.ac.uk ( Edit (administrator’s e-mail)

# ServerName allows you to set a host name which is sent back to clients for

# your server if it's different than the one the program would get (i.e., use

# "www" instead of the host's real name).

#

# Note: You cannot just invent host names and hope they work. The name you 

# define here must be a valid DNS name for your host. If you don't understand

# this, ask your network administrator.

# If your host doesn't have a registered DNS name, enter its IP address here.

# You will have to access it by its address (e.g., http://123.45.67.89/)

# anyway, and this will make redirections work in a sensible way.

#

# 127.0.0.1 is the TCP/IP local loop-back address, often named localhost. Your 

# machine always knows itself by this address. If you use Apache strictly for 

# local testing and development, you may use 127.0.0.1 as the server name.

#

ServerName pc75.gg.rhul.ac.uk ( Edit (host & domain name of server)

# DocumentRoot: The directory out of which you will serve your

# documents. By default, all requests are taken from this directory, but

# symbolic links and aliases may be used to point to other locations.

#

DocumentRoot "/usr/local/apache/htdocs" ( Edit (web root –ex: “/data/htdocs”)

# Note that from this point forward you must specifically allow

# particular features to be enabled - so if something's not working as

# you might expect, make sure that you have specifically enabled it below.

# This should be changed to whatever you set DocumentRoot to.

#

<Directory "/usr/local/apache/htdocs"> ( Edit (same as document root above)
# DirectoryIndex: Name of the file or files to use as a pre-written HTML

# directory index.  Separate multiple entries with spaces.

#

<IfModule mod_dir.c>

    DirectoryIndex index.html INDEX.HTM index.php ( Edit (whatever your web root document is called)

</IfModule>
# UseCanonicalName:  (new for 1.3)  With this setting turned on, whenever

# Apache needs to construct a self-referencing URL (a URL that refers back

# to the server the response is coming from) it will use ServerName and

# Port to form a "canonical" name.  With this setting off, Apache will

# use the hostname:port that the client supplied, when possible.  This

# also affects SERVER_NAME and SERVER_PORT in CGI scripts.

#

UseCanonicalName On ( Edit (make sure this is set to on)

This should conclude the editing of the httpd.conf file. Apache includes a great deal of documentation, and along with the book recommended at the start of this manual, you should have all the available documentation you need. There is also an incredible amount of information available on the World Wide Web. You now need to restart the Apache service by entering the folloeing command:

# /etc/init.d/apachectl restart

or if Apache isn’t running,

# /etc/init.d/apachectl start

Configuring the HT-Dig search engine

As with Apache, HT-Dig is configured via a lengthy script. Because we are going to do some non-standard things with it, we are also going to carry out a number of other modifications. The main configuration file resides at /etc/htdig.conf.

The first thing we need to do is to configure HT-Dig along the same lines as Apache as these two services will be running together. Just as I have used /data/htdocs/ as the example data directory for web accessible documents, we will do likewise with HT-Dig. Additionally, we’ll configure  HT-Dig to search within Adobe Acrobat (.PDF) and Microsoft Word (.DOC) files. We will also limit HT-Dig to searching the web server and not the wider World Wide Web!!

The configuration file /etc/htdig.conf requires three modification from the original version. For reference purposes, you should keep a backup copy of the original file: 

Remember: you have to use your own data – do not enter these as they are only examples!!

cp /etc/htdig.conf /etc/htdig.conf.ORIGINAL

Change 1:


start_url: http://www.iwlearn.net/htdig.html   ( Edit

This file is generated automatically whenever the HT-Dig process begins the indexing procedure.

Change 2:


limit_urls_to:
http://www.iwlearn.net/ ( Edit
This is an additional option to refrain HT-Dig from indexing external WWW sites.

Change 3


exclude_urls:
/cgi-bin/ .cgi  /discus /htdig ( Edit
This refrains HT-Dig from indexing any material that should not appear in the search results. The directory branches that are currently excluded are


/cgi-bin

The CGI executable directory


.cgi


CGI executables


/discus


The discussion branch


/htdig


HT-Dig images and auxiliary files

Change 4


maintainer: example@example.org

The is the e-mail of the person in charge of the search facility. If any problem appears within the search facility, the error messages will contain the above e-mail for contact purposes. 

Change 5


max_doc_size:
12000000 ( Edit
The maximum size of the document that HT-Dig will attempt to index, in bytes. The above value is 12MB. It is important to set this value to be higher than the largest PDF or DOC file available. Otherwise the file will not be indexed correctly.

Change 6


external_parsers: 
application/pdf->text/html /usr/local/bin/conv_doc.pl \

 



application/msword->text/html /usr/local/bin/conv_doc.pl

( Edit
This informs HT-Dig to use an external parser for files of the type PDF and DOC. The external parser will convert the files in HTML so that HT-Dig will be able to index as normal. This requires the installation of  the conv_doc.pl utility found at

http://www.htdig.org/files/contrib/parsers/conv_doc.pl.gz

This file should be downloaded (with any WWW browser), uncompressed and placed in /usr/local/bin. The file should also be edited and the first line should be changed from: 

#!/usr/local/bin/perl

to

#!/usr/bin/perl

This parser requires an additionally auxiliary application in order to parse DOC documents. This application is catdoc, found at http://www.ice.ru/~vitus/catdoc/  The exact URL for the currently latest version is ftp://ftp.ice.ru/pub/vitus/catdoc-0.91.4.tar.gz

To install, you need to type the following commands waiting until each execution is completed before issuing the next command: 

# wget ftp://ftp.ice.ru/pub/vitus/catdoc-0.91.4.tar.gz

# tar xvfz catdoc-0.91.4.tar.gz

# cd catdoc-0.91.4/

# ls

# ./configure --help

# ./configure --disable-wordview

# make

# make install

It is recommended to index the WWW site daily. To automate the procedure, a special script is added as /etc/cron.daily/htdig.cron with contents (you can copy and paste this script as is):

# ---------begin script ----------

#

# !/bin/sh

# Created by Simos Xenitellis <simos74@gmx.net>

# Indexes all .htm/.html/.doc/.pdf files, putting them in the user-defined defined web root  before # running htdig. htdig is directed to index this "htdig.html" file.

#

# Please note that the fourth line which contains start_url: http://www.iwlearn.net/htdig.html  #should be set to whatever your start_url is set to.

#

cd /data/htdocs

/usr/bin/find .  -name "*.[Hh][Tt][Mm]" -o \



-name "*.[Hh][Tt][Mm][Ll]" -o \



-name "*.[Dd][Oo][Cc]" -o \



-name "*.[Pp][Dd][Ff]" \

| perl -n -e 'chop;$obj=substr($_,2,length($_)-2);print "<A HREF=\"http://www.iwlearn.net/$obj\"></A>\n"' \

> /data/htdocs/htdig.html

rundig

#

# ---------end script ----------

The permissions on this file should be 0755, so at the terminal:

# chmod 0755 /etc/cron.daily/htdig.cron

Finally, you need to make these additional file copies:

# cp -a /usr/share/htdig/ /var/www/html/

# cp -a /usr/share/htdig/ /data/htdocs/

# cp -a /usr/bin/htseach /var/www/cgi-bin/

This concludes the configuration of HT-Dig.

Configuring the Secure Shell daemon

The configuration file for SSHD should be in /etc/ssh/sshd.conf though it may go in /usr/local/sbin If in doubt, just type whereis sshd.conf. You need to add the following to the bottom of the file:

AllowUsers user1 user2 author1 author2 etc.

You should only enter the accounts of the people you want to connect via SSH. Restart the SSH daemon.

This concludes the set-up of the server.

Useful Resources on the World Wide Web

The Official Red Hat Linux 7.1 x86 Installation Guide. http://www.redhat.com/docs/manuals/linux/RHL-7.1-Manual/install-guide/ln27.html
Red Hat Linux 7.1 Gotchas and Workarounds. http://www.redhat.com/support/resources/gotchas/7.1/gotchas-71.html 

Red Hat Linux 7.1: The Official Red Hat Linux Reference Guide.

http://www.redhat.com/docs/manuals/linux/RHL-7.1-Manual/ref-guide/ 

LinuxDocs.org - Documentation for Linux Enthusiasts.

http://www.linuxdocs.org 

The Linux Documentation Project

http://www.linuxdoc.org/ 

Linux Online!

http://www.linux.org/ 

Linux Org UK

http://www.linux.org.uk
The Apache Server 1.3.x Documentation.

http://httpd.apache.org/docs/ 

HT-Dig Homepage.

http://www.htdig.org
Wu-FTPD Resource Centre.

http://www.landfield.com/wu-ftpd/ 

Open SSH Homepage.

http://www.openssh.org/
Security Focus Linux Homepage.

http://www.securityfocus.com/unix
Packet Storm Security Site.

http://packetstorm.widexs.nl/
APPENDIX I: Basic RedHat Server Tasks

Remember that unix language is CASE sensitive and usually requires that you use absolute vs. relative paths for files. Never type the ‘#’ in the examples below as that just indicates the server prompt at the command line.

To shutdown the linux server:

Login as a user

# su

# /sbin/shutdown –h 

To reboot the linux server:

Login as a user
# su

# /sbin/shutdown –r now

Wait for the machine to reboot, it will have completed the reboot when you see the usual login screen again.

To restart the Apache Web Server daemon:

Login as a user

# su

# /usr/sbin/apachectl restart

To restart the FTP daemon:

Login as a user
# su

# /etc//init.d/xinetd restart

To restart the SSH daemon (Secure Shell for remote access):

Login as a user

# su

# /etc/init.d/sshd start

To reindex the web sites using HTDIG search engine:

Login as a user

# su

# /etc/cron.daily/htdig.cron

Wait until the login prompt reappears. Do not interrupt.  This can take over an hour to reindex and the output will scroll on the screen line by line as its reindexing files. 

Note: ‘indexing’ is the term used to describe how the search engine goes through each file on the web site and builds its search word index and word ranking for use via the search function of the web site.

To start X-Windows (the graphical version of Linux):

# startx
To add a user to the server:

Login as a user

# su

#/usr/bin/adduser XXXXX

Where XXXXX is the new user’s name

Then type in a password for the user as instructed onscreen.

To change a user’s password:

Login as a user

# su

# passwd XXXXX


  Where XXXXX is the user whose password you want to change


Then enter the new password as instructed onscreen

To check which Internet processes are running (servers, etc):

Login as a user

# su

# /usr/sbin/lsof -i

Making a Symbolic Link:

Login as a user

# su

Type [ln –s source destination]<enter>

Example: 

#  ln –s /data/htdocs/priv /data/htdocs/projects/global/iwl/priv

  This makes the nested priv dir in the iwl directory point to the more basal 

  priv directory
Changing Shells for a User:

Login as a user

#su

# cd /binaries/tcsh

# more INSTALL

Read the instructions for copying the shell script to a user’s home directory

Go to the user’s home directory 
# cd /home/USERNAME

#chsh USERNAME

# user password

When the server asks for the ‘shell, type # /bin/tcsh <enter>\

Making a Symbolic Link:
Making a symbolic Link for a directory in RedHat Linux

A. 

To make a link, you use the command:


# ln -s [source] [destination]

For the symbolic link you request, the command is:

# ln -s /data/htdocs/priv/ /data/htdocs/projects/global/iwl/priv

Another example, if you want to make the link "/files" to point to

"/usr/local/apache/htdocs/files" you would do:

# ln -s /usr/local/apache/htdocs/files /files

NB:

The [source] should be an absolute path. That is,

/usr/local/apache/htdocs/files instead of "files", or "htdocs/files" and

so on. Otherwise, it will be interpreted relatively to the running

application's current directory which can be confusing.

B. More details

The "-s" options signifies that we want a "symbolic link" as opposed to

a "hard link". In all cases, we want to make "symbolic links".

When you do "ls" on a directory that contains symbolic links, you can

see easily which ones are the symbolic links and where they point to. For a "hard link" you cannot see it, it appears as a normal directory.
Changing the Mode of a File (chmod):

Number  | Permissions

   ----------+---------------------------------------------------------------

       0     |   None - cannot read or write or execute 

       1     |   Can execute, but cannot read or write

       2     |   Write-only, cannot read or execute (??)

       3     |   Write-able/executable

       4     |   Read-only, cannot write to or execute

       5     |   Read-only executable, cannot write to

       6     |   Readable Writeable file, but not executable (ie: text file)

       7     |   Readable Writeable Executable file - most programs are this

       Here's a list of some common settings, numerical values and their meanings (viewed by typing ls –l at the command line: 


-rw------- 
(600) -- Only the user has read and write permissions. 

-rw-r--r-- 
(644) -- Only user has read and write permissions; the group and others can read only. 

-rwx------ 
(700) -- Only the user has read, write and execute permissions. 

-rwxr-xr-x 
(755) -- The user has read, write and execute permissions; the group and others can only read/execute. 

-rwx--x--x 
(711) -- The user has read, write and execute permissions; the group and others can only execute. 

-rw-rw-rw-
 (666) -- Everyone can read and write to the file. Bad idea. 


-rwxrwxrwx 
(777) -- Everyone can read, write and execute. Another bad idea. 

Here are a couple common settings for directories: 

drwx------ 
(700) -- Only the user can read, write in this directory. 

drwxr-xr-x 
(755) -- Everyone can read the directory, but its contents can only be changed by the user.

Each permission setting can be represented by a numerical value: 

r = 4 

w = 2 

x = 1 

- = 0 

When these values are added together, the total is used to set specific permissions - more specific than changing permissions with the alphabetical "shorthand." 

Installing a private directory on an Apache Web Server machine:

Usage details:


Username: iwlearn [make sure the user you use exists in the system] 


Password: 1iwlearn2  [make one up] 



Can change again with 

"htpasswd /etc/httpd/conf/IWLEARN.priv.passwd iwlearn" as root.

Development details:


1. Created directory priv/ at /data/htdocs/, full control to



wwwupdate:wwwupdate account.

# su

#cd /data/htdocs

# mkdir priv

# chown wwwupdate:wwwupdate priv


2. Set htdig not to touch priv/ (file: /etc/htdig.conf, setting:



exclude_urls)


3. Created Apache password file, 



Location: /etc/httpd/conf/IWLEARN.priv.passwd

# cd /etc/httpd/conf

# htpasswd –c /etc/httpd/conf/iwlearn.priv.passwd iwlearn


4. Created Apache directory access rule. 



File: /etc/httpd/conf/httpd.conf


   Text added:

<Directory /data/htdocs/priv>

AuthName "Private Area"

AuthType Basic

AuthUserFile /etc/httpd/conf/IWLEARN.priv.passwd

require valid-user

</Directory>


5. Restarted the WWW server.

# su

# /usr/local/apache/bin/apachectl restart

If you get an error, do a # whereis apachectl and change the pathway to apachectl to where it is located on your server and then do a restart as above

Establishing a new FTP account and Directory.

Create a new Directory to be used for FTP

Navigate to the directory where you want to create an FTP dirrectory

Type [mkdir dirname] 

Where dirname is the name you want to use for FTP

# su

# cd /data/htdocs

# mkdir ftpupload

Create a new user for this FTP dir

Type [useradd –d (homedir) –p (password) –c “comments” username] 

     in one line
Example: for the user ftpupload the command would be the following:

# useradd -d /data/htdocs/ftpupload -p secre1password -c "FTPupload” ftpupload



To restrict the user to the home directory

add his/her group (e.g., ftpupload) in /etc/ftpaccess, at the "guestgroup" keyword.

Login as a user
# su

# cd /etc

# pico ftpaccess

Add your new user to the entry at the ‘guestgroup’ section of the file.

To insert, move your cursor where you want to insert and begin editing. To ‘page up’ hit Control-Y, to ‘page down’ hit Control-V.  To save the file, hit the Control - O  then hit RETURN to save the file.  To exit pico, hit Control-Z.

 Make the ftpupload user own the ftp directory.

Login as a user

# su 

# chown ftpupload:ftpupload /data/htdocs/ftpupload
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